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Encrypted Files & Folders \

Secure Documents

Encrypted Files and Folders provide organizations with the power to enforce
document encryption for all confidential information, whether it resides on a
laptop or network drive.

Secure access to these encrypted documents
can then be shared with individuals or groups
across the organization without compromising
privacy policies and procedures.

Strict security measures are put in place to
ensure that unauthorized activity, such as
copying a file to a USB key, is prevented and
the user is notified by a “restricted” pop up
message.

How it Works

Encrypted Files and Folders provides a simple DLP (Data Leakage Protection)
functionality which allows the user to control the flow of files from the desktop to a
USB device.

The movement of files from desktop to the USB device can be restricted
completely, or polices can be set for the user when logged into the system. In the
event that a file is copied off a device, the encryption is always present and
decryption cannot occur without the user’s password.

For example: Before copying a file is allowed, the user must be logged into the
system. If they are not logged in they must provide an access password for the
copy function to be completed.

Administration Console

The administrator can use the Administration Console to set, review and
customize an organization’s privacy policies; ensuring confidential content is
automatically encrypted.

For example, polices can be set to:
» Automatically encrypt data on an employee’s computer
+ Encrypt all office documents

The administrator can also use the

console to add and remove users, as well

as set policies to:

» Encrypt by folder e.g. “my documents”

» Encrypt by file types e.g. .pptx, .docx, .xIsx

—r » Exclude file types so they are never
“““““ encrypted e.g. .mp3 or .wma

—_— * Prevent documents from being copied

without password authorization to USB

devices
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Enforces document
encryption whether it
resides on a laptop or on
the company network

Easily shares access of
encrypted documents

Controls the flow of files
from desktop to USB
device

Helps organizations meet
compliance regulations

Provides Administration
console for managing
policies and procedures

Supports industry
standard encryption
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Secure Documents

Technical Specs

Administration Console

Operating System

» Microsoft Windows 7 32-bit / 64 bit

» Microsoft Windows Vista 32-bit / 64 bit

» Microsoft Windows XP 32-bit

» Microsoft Windows 2000

» For Windows Vista, XP and 2000, you
are required to have administrative
privileges.

Web Browser
» Microsoft Internet Explorer 6.0 or
above

Internet Connection
» LAN-based using standard TCP/IP
DSL, ADSL, Cable Modem

Computer Hardware

* 5-10 MB of hard drive space
* Pentium 233 MHz or greater
» 128 MB RAM or greater
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Encrypted Files & Folders

Operating System

* Microsoft™ Windows® 7 32-bit and
64-bit (Recommended)

» Microsoft™ Windows® Vista 32-bit
with Service Pack 2 or higher

» Microsoft™ Windows® Vista 64-bit
with Service Pack 2 or higher

» Microsoft™ Windows® XP 32-bit with
Service Pack 3 or higher

Web Browser
* Internet Explorer 6.0 or above

Internet Connection

* Minimum 56 Kbps dial-up modem
» LAN-based using standard TCP/IP
« DSL, ADSL, Cable Modem

Computer Hardware

* 5-10 MB of free hard drive space

» Pentium 1.6 Ghz or greater

* 512 MB RAM or greater

* NTFS, FAT32, Unix (shared network
folder only), Linux (shared network
folder only)

Supported Network

File Shares
* NTFS, CIFS support

Supported Languages

6.4 Supported Languages
« English
» French (Canadian)

ABOUT .

ECHOWORX"

Leading Provider of Encryption Software

Echoworx is a leading provider of managed encryption services to protect confidential information from unauthorized viewers and makes the encryption of digital
information easy. Echoworx’ complete encryption strategy for privacy encompasses much more than just data loss prevention. It protects all forms of disparate
email data, whether on mobile devices, desktops, in the cloud or on exchange servers.

Echoworx is Deloitte, Microsoft, CCTM and PCI certified. As a SaaS (software as a service) model; is built on best-of-breed technology. Echoworx is the
encryption service provider of choice for leading security software and telecommunications and hosted exchange providers, including BT Global Services,
Symantec Hosted Services, AT&T, McAfee, Verizon, and Apptix among other global businesses.

www.echoworx.com
1.888.697.3246

Credentials and Encryption

Across Every Platform




