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Encrypted Mail

Secure Email Communications

ECHOWORX’
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Encrypted Mail gives organizations the ability to enforce email encryption right at
the desktop, completely eliminating the possibility of confidential information
being read by the IT department or by anyone other than the intended recipient.

This end point solution enables users to digitally sign, encrypt and decrypt
messages. It can be implemented without the need for upfront investment in

additional hardware or software.
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Administration Console

With Encrypted Mail, C-level executives are
assured that their confidential information is
never exposed to their IT department or
potential hackers.

With one click, executives can manually
encrypt their own emails, or rely on the
predefined privacy policies set by their IT
administrator.

The Administration Console houses the policies for all Encrypted Mail users
based on the organization’s corporate privacy policy.

How it Works

Administrators can use the powerful console
to manage end user credentials and set
policies that are enforced by triggering
automatic encryption on specific words in
the content of the email or in the attachment,
and/or occurrences of certain words or
phrases. They can also create a list of safe
domains that are exempt from encryption.

» The user simply compose an email and click the “secure” icon to encrypt the

message before sending

» The user enters their password to digitally sign and encrypt the message
* The email will arrive in the recipient’s inbox encrypted

password

To decrypt the message the recipient opens the message, enters their own

If the recipient does not subscribe to Encrypted Mail:

> They are notified to pick up their encrypted messages from a secure web

portal

> After a one-time registration, the user has access to all encrypted

messages sent to them

> They can then send and receive encrypted messages from within the

secure portal

Enforces encryption at the
desktop

Eliminates the possibility
of confidential information
being read by anyone
other than the intended
recipient

Allows C-level executives
to securely share
confidential information

Helps organizations meet
compliance regulations

Allows manual email
encryption with a single
click

Automatically encrypts
emails based on
pre-defined policies

Allows management of
policies and procedures
through the Administration
Console

Unlimited scalability

Supports industry
standard encryption

Eliminates the need to
deploy and maintain
expensive third party PKI
or Certification Authorities
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Technical Specs

Administration Console

Operatlng System
Microsoft Windows 7 32-bit / 64-bit

* Microsoft Windows Vista 32-bit / 64 bit

* Microsoft Windows XP 32-bit

* Microsoft Windows 2000

» For Windows Vista, XP and 2000, you
are required to have administrative
privileges to install.

Web Browser
» Microsoft Internet Explorer 6.0 or
above

Internet Connection
* LAN-based using standard TCP/IP
DSL, ADSL, Cable Modem

Computer Hardware

* 5-10 MB of hard drive space
* Pentium 233 MHz or greater
* 128 MB RAM or greater

ABOUT

ECHOWORX"

Encrypted Mail

' A Secure Email Communications

Encrypted Malil

Operatmg System
» Supported on Windows 7 (64 and
32bit)

* Windows Vista SP2 ( 64 and 32 bit)

+ XP SP3 and above

* Windows Server 2003

» Windows Server 2008Supported with
Outlook 2010 (64 and 32bit),

» 2007, 2003, , Windows Mail (Vista)

Web Browser
» Microsoft Internet Explorer 6.0 or
above

Internet Connection

* Minimum 56 Kbps dial-up modem

* LAN-based using standard TCP/IP
DSL, ADSL, Cable Modem

Computer Hardware

* 5-10 MB of hard drive space
* Pentium 233 MHz or greater
* 128 MB RAM or greater

Leading Provider of Encryption Software

Mail Client

Mail Client

Microsoft Outlook 2010
(Recommended)

Microsoft Outlook 2007
(Recommended)

Microsoft Outlook 2003 Microsoft
Outlook 2002

Microsoft Windows Mail
Microsoft Outlook Express 6.0 or
above

Lotus Notes v6.5.x and v7.x.x
Outlook Express 6.0 (XP)

Lotus Notes v6.x, v7.x, and v8.x

Echoworx is a leading provider of managed encryption services to protect confidential information from unauthorized viewers and makes the encryption of digital
information easy. Echoworx’ complete encryption strategy for privacy encompasses much more than just data loss prevention. It protects all forms of disparate
email data, whether on mobile devices, desktops, in the cloud or on exchange servers.

Echoworx is Deloitte, Microsoft, CCTM and PCI certified. As a SaaS (software as a service) model; is built on best-of-breed technology. Echoworx is the
encryption service provider of choice for leading security software and telecommunications and hosted exchange providers, including BT Global Services,
Symantec Hosted Services, AT&T, McAfee, Verizon, and Apptix among other global businesses.

www.echoworx.com
1.888.697.3246

Credentials and Encryption

Across Every Platform




