ECHOWORX’

mobilEncrypt ENDPOINT

Your on-the-device encryption solution
for mobile users!
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= Mobile users can send and receive encrypted messages right on their device using a true
end-to-end email encryption solution.

= mobilEncrypt is powerful for the enterprise and easy to use for the employee.

= Enterprises can choose to provision iPhones; iPads; BlackBerry and Android (coming soon)
devices.

= With mobilEncrypt ENDPOINT, enterprises can leverage their existing mail infrastructure
without having to upgrade or displace any existing mail technology.

Benefits
for the Enterprise
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All messages are received and stored encrypted on the device

The credentials are stored encrypted on the device in the native keychain or keystore (patent
pending)

User activation, provisioning, and credential management are all done over-the-air (i0OS only)

Encrypted data will not be compromised if the device is lost, stolen or hacked

» Secure messages are stored on the phone, and sent messages are available for archiving
 Draft messages are automatically saved

» Enterprise users can send encrypted messages to anybody using their existing email account
» Non-mobilEncrypt users pick up encrypted messages from a secure pickup center

» Enables strong authentication with a local key and a password

Issues PKI X.509 certificates that are backed by a globally recognized Certificate Authority

» Easy to use enterprise tools for bulk enrolling users, revoking certificates, key recovery, password
recover, and customized branding

To learn more about mobilEncrypt ENDPOINT on-the-device email encryption, please call
North American Toll Free: 1.888.697.3246 or Canada: 416.226.8600 or Europe: +44.020.7419.8763 or visit www.echoworx.com



Powerful Enterprise
Features & Functionality
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ABOUT ECHOWORX

Echoworx Corporation is the leading provider of managed encryption services for complete enterprise email and data
protection. The company is an encryption service provider of choice for, Symantec, AT&T, Verizon, McAfee, BT,

Intermedia and Clearswift among other global resellers. Echoworx provides a SaaS (software as a service) model; it is
built on best-of-breed technology and reduces encryption complexity for the end user. With Echoworx, organizations

can protect their email and data without changing their day to day workflow and can easily send encrypted

documents and digitally signed email messages to anyone in their address book. For more information: ‘
www.echoworx.com /

To learn more about mobilEncrypt ENDPOINT on-the-device email encryption, please call North American Toll Free:
1.888.697.3246 or Canada: 416.226.8600 or Europe: +44.020.7419.8763 or visit www.echoworx.com



Easy to Use
for the Employee

Home Screen
Actions

Compose a
New Message
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+ Compose a new message

.

Open the app and choose

) “compose”
» View Draft messages Secure message P

Compose an email and click

» Review sent message This 1 = pecurs merrags. “ »
encrypt

Content is immediately

a|s|o|Fla|nly]k|L encrypted
[ Mz|x|c|v|a|n|mi] To digitally sign the message,

enter your password and then
choose “send”
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View a Non-mobilEncrypt
Message ! Securo message Users

Simply click on the message » Once the message has been

sent
» Enter your secure password

which decrypts the message for
viewing

mobilEncrypt detects that the
recipient does not have

» Choose “verify” to see the credentials

sender’s profile (optional)

It automatically forwards the

* Note: The message indicator [essace folle pickup Contet

will automatically highlight any
problem emails

* An email notification is then sent
to the recipient
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Echoworx Corporation is the leading provider of managed encryption services for complete enterprise email and data
protection. The company is an encryption service provider of choice for, Symantec, AT&T, Verizon, McAfee, BT,

Intermedia and Clearswift among other global resellers. Echoworx provides a SaaS (software as a service) model; it is
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To learn more about mobilEncrypt ENDPOINT on-the-device email encryption, please call North American Toll Free:
1.888.697.3246 or Canada: 416.226.8600 or Europe: +44.020.7419.8763 or visit www.echoworx.com



